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[DOCUMENT NAME] SCOPE OF CLAIM FOR PATENT 

1 A wireless communication system including an 
administration-object wireless base station having a 
5 specific identifier, characterized in including an unjust 
wireless station detecting means for, based upon said 
specific identifier to be included in a wireless frame, 
detecting existence of an unjust wireless station. 

10 2 The wireless communication system according to claim 1, 

characterized in that said unjust wireless station 

detecting means includes: 

a comparing means for comparing said specific 

identifier with a pre-registered specific identifier; and 
15 a means for determining said unjust wireless station 

based upon this comparison result. 

3 The wireless communication system according to claim 1, 
characterized in that, when a group of a wireless 
20 communication terminal and a wireless base station each of 
which communicates with the other is assumed to be a basic 
service set, said specific identifier is an identifier 
(BSS identifier) for identifying this basic service set. 

25 4 The wireless communication system according to claim 3, 
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characterized in that said unjust wireless station 
detecting means further includes a means for determining a 
classification of said unjust wireless station from said 
BSS identifier. 

5 

5 The wireless communication system according to claim 3, 
characterized in that said unjust wireless station 
detecting means further includes a means for determining a 
producer of said unjust wireless station from said BSS 

10 identifier. 

6 The wireless communication system according to claim 1, 
characterized in : 

including an administration-object wireless base 
15 station having a means for acquiring a wireless frame to 
obtain said specific identifier, said administration- 
object wireless base station being administered by a 
system; and 

that said unjust wireless station detecting means 
20 further includes a means for obtaining said specific 

identifier from said administration-object wireless base 
station. 

7 The wireless communication system according to claim 1, 
25 characterized in: 
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including an administration-object wireless 
communication terminal having a means for acquiring a 
wireless frame to obtain said specific identifier, said 
administration-object wireless communication terminal 
5 being administered by a system; and 

that said unjust wireless station detecting means 
further includes a means for obtaining said specific 
identifier from said administration-object wireless 
communication terminal. 

10 

8 The wireless communication system according to claim 1, 
characterized in that said unjust wireless station 
detecting means further includes a means for notifying the 
effect that utilization of said unjust wireless station is 

15 prohibited to the administration-object wireless 

communication terminal connected to said unjust wireless 
station. 

9 The wireless communication system according to claim 1, 
20 characterized in: 

further including a switching apparatus; 

that said unjust wireless station detecting means 
further includes a means for detecting an address of the 
unjust wireless communication terminal connected to said 
25 unjust wireless station to notify said address to the said 
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switching apparatus; and 

that said switching apparatus includes a means for 
scrapping the wireless frame including said address. 

10 The wireless communication system according to claim 1 
characterized in that said unjust wireless station 
detecting means further includes a means for notifying 
said unjust wireless communication terminal to said 
administration-object wireless base station, and further, 
for notifying said unjust wireless station to the 
administration-ob j ect wireless communication terminal 
connected to said administration-object wireless base 
station . 

11 The wireless communication system according to claim 1 
characterized in that said unjust wireless station 
detecting means further includes a means for taking a 
control so as to incapacitate the unjust wireless 
communication terminal connected to said administration- 
object wireless base station from communicating. 

12 The wireless communication system according to claim 1, 
characterized in that: 

said unjust wireless station detecting means further 
includes a means for notifying an identifier (SS 
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identifier) for identifying a service set of said unjust 
wireless station acquired from said wireless frame to the 
administration-object wireless base station around said 
unjust wireless station; and 

the administration-object wireless base station 
receiving a notification of said SS identifier includes a 
means for, in a case of having received a wireless frame 
from the wireless communication terminal having made a 
connection by using an identical value to that of said SS 
identifier, scrapping this wireless frame. 

13 An operation administering apparatus in a wireless 
communication system including an administration-object 
wireless base station having a specific identifier, 
characterized in including an unjust wireless station 
detecting means for, based upon the specific identifier to. 
be included in a wireless frame, detecting existence of an 
unjust wireless station. 

14 The operation administering apparatus according to 
claim 13, characterized in that said unjust wireless 
station detecting means includes: 

a comparing means for comparing said specific 
identifier with a pre-registered specific identifier; and 
a means for determining said unjust wireless station 
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based upon this comparison result. 

15 The operation administering apparatus according to 
claim 13, characterized in that, when a group of a 

5 wireless communication terminal and a wireless base 
station each of which communicates with the other is 
assumed to be a basic service set, said specific 
identifier is an identifier (BSS identifier) for 
identifying this basic service set. 

10 

16 The operation administering apparatus according to 
claim 15, characterized in further including a means for 
determining a classification of said unjust wireless 
station from said BSS identifier. 

15 

17 The operation administering apparatus according to 
claim 15, characterized in further including a means for 
determining a producer of said unjust wireless station 
from said BSS identifier. 

20 

18 The operation administering apparatus according to 
claim 13, characterized in further including a means for 
obtaining said specific identifier from the 
administration-object wireless base station configured so 

25 as to acquire the wireless frame administered by the 
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system, thereby to obtain said specific identifier. 

19 The operation administering apparatus according to 
claim 13, characterized in further including a means for 

5 obtaining said specific identifier from the 

administration-object wireless communication terminal 
configured so as to acquire the wireless frame 
administered by the system, thereby to obtain said 
specific identifier . 

10 

20 The operation administering apparatus in according to 
claim 13, characterized in further including a means for 
notifying the effect that utilization of said unjust 
wireless station is prohibited to the administration- 

15 object wireless communication terminal connected to said 
unjust wireless station. 

21 The operation administering apparatus according to 
claim 13, characterized in further including a means for 

20 detecting an address of the unjust wireless communication 
terminal connected to said unjust wireless station to 
notify said address to said switching apparatus. 



25 



22 The operation administering apparatus according to 
claim 13, characterized in further including a means for 
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notifying said unjust wireless communication terminal to 
said administration-object wireless base station, and 
further, for notifying said unjust wireless station to the 
administration-object wireless communication terminal 
connected to said administration-object wireless base 
station. 

23 The operation administering apparatus according to 
claim 13, characterized in further including a means for 
taking a control so as to incapacitate the unjust wireless 
communication terminal connected to said administration- 
object wireless base station from communicating. 

24 The operation administering apparatus according to 
claim 13, characterized in further including a means for 
notifying an identifier (SS identifier) for identifying a 
service set of said unjust wireless station acquired from 
said wireless frame to the administration-object wireless 
base station around said unjust wireless station. 

25 A wireless base station in a wireless communication 
system including an administration-object wireless base 
station having a specific identifier and an operation 
administering apparatus for making an operational 
administration for a system, characterized in including: 
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a means for acquiring said specific identifier from a 
wireless frame; and 

a means for notifying said specific identifier to said 
operation administering apparatus in order to detect 
existence of the unjust wireless station. 

26 The wireless base station according to claim 25, 
characterized in further including a means for receiving a 
notification of the unjust wireless communication terminal 
from said operation administrating apparatus to 
incapacitate said unjust wireless communication terminal 
from communicating. 

27 The wireless base station according to claim 25, 
characterized in further including a means for receiving a 
notification of an identifier (SS identifier) for 
identifying a service set of said unjust wireless station 
from said operation administering apparatus, and for, in a 
case of having received a wireless frame from the wireless 
communication terminal having made a connection by using a 
value identical to that of said SS identifier, scrapping 
this wireless frame. 

28 A wireless communication terminal in a wireless 
communication system including an administration-object 



wireless base station having a specific identifier and an 
operation administering apparatus for making an 
operational administration for a system, characterized in 
including: 

a means for acquiring said specific identifier from a 
wireless frame; and 

a means for notifying said specific identifier to said 
operation administering apparatus in order to detect 
existence of the unjust wireless station. 

29 The wireless communication terminal according to claim 
28 , characterized in further including a means for 
prohibiting utilization of said unjust wireless station 
notified from said operation administering apparatus. 

30 An unjust wireless station detection method in a 
wireless communication system including an administration- 
object wireless base station having a specific identifier, 
characterized in including a step of detecting existence 
of an unjust wireless station based upon the specific 
identifier to be included in a wireless frame. 

31 An operational control method of a wireless base 
station in a wireless communication system including an 
administration-object wireless base station having a 
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specific identifier and an operation administering 
apparatus for making an operational administration for a 
system, characterized in including the steps of: 

acquiring said specific identifier from a wireless 
5 frame; and 

notifying said specific identifier to said operation 
administering apparatus in order to detect existence of 
the unjust wireless station. 

10 32 An operational control method of a wireless 

communication terminal in a wireless communication system 
including an administration-object wireless base station 
having a specific identifier and an operational 
administering apparatus for making an operational 

15 administration for a system, characterized in including 
the steps of: 

acquiring said specific identifier from a wireless 
frame; and 

notifying said specific identifier to said operation 
20 administering apparatus in order to detect existence of 
the unjust wireless station. 

33 A program for causing a computer to execute an unjust 
wireless station detection method in a wireless 
25 communication system including an administration-object 
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wireless base station having a specific identifier, 
characterized in including a process of detecting 
existence of an unjust wireless station based upon the 
specific identifier to be included in a wireless frame. 

5 

34 A program for causing a computer to execute an 
operational control method of a wireless base station in a 
wireless communication system including an administration- 
object wireless base station having a specific identifier 

10 and an operation administering apparatus for making an 

operational administration for a system, characterized in 
including the processes of: 

acquiring said specific identifier from a wireless 
frame; and 

15 notifying said specific identifier to said operation 

administering apparatus in order to detect existence of 
the unjust wireless station. 

35 A program for causing a computer to execute an 

20 operational control method of a wireless communication 

terminal in a wireless communication system including an 
administration-object wireless base station having a 
specific identifier and an operation administering 
apparatus for making an operational administration for a 

25 system, characterized in including the processes of: 



acquiring said specific identifier from a wireless 
frame; and 

notifying said specific identifier to said operational 
administering apparatus in order to detect existence of 
the unjust wireless station. 



